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CDS API Rate Limiting 

What it is, why HMRC needs it, and how it affects CDS 

 
 
 
 
 

 

Abstract 

In recent CDS Technical Clinics, concerns have been raised about the use of API rate limiting on 
HMRC’s internet platform.This document describes the current approach and how it is being 
adapted for CDS.                                                            
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1. Current default ‘Rate Limiting’ mechanism 

A description of the current position can be found in the Reference Guide on HMRC’s Developer Hub: 
 

 
 

And the details are as follows: 

 

There are different tiers of pre-set rate limits available within the standard configuration, plus the HMRC 
specialist teams have the ability to configure non-standard limits if necessary. 

The rate limits are in place to protect the HMRC platform from either intentional abuse such as denial-of-
service attacks, or from unintentional excessive demands such as coding issues. Outbound connections are 
not rate limited. The rate limits are not used to constrain our trade partners’ ability to conduct day-to-day 
business. 

The rate limits are applied using a ‘rolling calculation’ based on the previous 60 seconds. Even if a brief 
transaction peak results in rejections with ‘Too Many Requests’ errors, as the peak drops away transactions 
will be accepted once again. This approach offers a graceful way to control load, without either resorting to a 
physical disconnection or creating any need for manual recovery processes. 

Outbound connections are not included in the rate limit calculations. 
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2. Standard Rate Limiting strategy 

The use of rate limits is intended to assure service availability for all of HMRC’s customers. Application rate 
limiting is standard industry practice, and offers a flexible mechanism to control demand in a predictable way, 
without resorting to crude mechanisms such as disconnecting connections. 

The default starting point for general use of HMRC’s digital services is a rate limit of 150 requests per minute. 
This has been found to be sufficient for the majority of existing (non-CDS) users – although there are also 
online processes which enable users to request a rate limit increase. 

3. CDS Rate Limiting strategy 

Although the standard default rate limit is appropriate for current HMRC services, users of CDS are expected 
to generate higher volumes of API requests. In recognition of this fact, CDS users will be ‘pre-approved’ for a 
higher initial rate limit of 500 requests per minute. 

The existing automated HMRC business processes will still allocate the default rate limit to new 
subscriptions, but any CDS user will be able to increase their rate limit to 500 requests per minute by simply 
emailing their request to HMRC SDST (including the name and ID of the applications requiring the higher 
limit). 

As with the default 150 request per minute limit, the higher limit of 500 for CDS users is still seen as a starting 
point. If it is sufficient for an organisation, then there is no need to change it. If testing identifies a need for a 
higher limit however, a further increase can be requested via the online request process. 

4. Setting initial CSP Rate Limits 

Because CSPs engage with HMRC support staff to carry out the initial CDS registration and subscription 
activities, that engagement will also include some discussion of the appropriate value for an initial rate limit. 

This engagement is instead of assuming that the base CDS limit of 500 requests per minute is appropriate, 
and enables a higher initial Rate Limit to be assigned if necessary. This approach also avoids CSPs having to 
request an increase from the default limit of 150. 

Note that any existing CSP applications which presently have a rate limit below 500 requests per minute will 
have that limit increased, without this needing to be requested by the CSP. 

5. Increasing an organisation’s Rate Limits 

The preceding paragraphs describe the approach to setting initial Rate Limits. Any CDS user can use the 
online tools to request a Rate Limit increase at any time, if they find that the current values are not 
appropriate for their organisation’s evolving requirements. 

6. Alignment between environments 

An application will be assigned the same rate limit in both the Trade Test environment and the Production 
environment. Any rate limit change for an application will be applied in both environments. 
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